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Executive Summary

ToensureCityresilienceduringaseverecyberattaclkandto enableasuccessfulestorationof Cityservices,
anewongoingprogramcalledSanFranciscaJnifiedCyberCommancdasbeen initiated. This program
supports the Citywide cybersecurity policy that was adopted by the Comnaitiégformation
TechnologyCOITn June2018andmandatesDepartmentalisk mitigation and alignment with city
requirements(https://sfcoit.org/cybersecurity.

TheDepartmentof Emergencyvlanagemen{DEM)andthe Departmentof TechnologyDT), in
partnershipwith all Citydepartments developedndfinalizedSanFranciscaJnified Cyber Command plan
Emergency SuppoRunction 18 (ESF 18). ESF 18 will be added to the City Emergency RB&onse

Operationakhecklistsn Appendix2 and 3 of the ESH.8 planprovidestep-by-stepprotocols for
Departments to use during a data breach or a cyberattack.

Department Heads arasked to support SF Unified Cyber Command by:

1. Reviewing published ESF@A&n to understand department responsibiliti?sd protocols.

2. Developingadepartmentspecificcyberappendixto your Continuityof Operations Plan (COOP) that
links your cyber incident response with the SF Unified Cyber ComphamdA templateavailable
in Appendix 4

3. Planning and conducting annual exercise of departrsrgcific cyber appendix. City Cybersecurity
team will facilitae and support exercigareparation.

When you protect your Department, you protect the whole City. Thank you for supporting our collective
cyber defense and protecting the City against costly cyberattacks.


https://sfcoit.org/cybersecurity
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Figure X ESF 18 Unified Cyber Command Flow Chart
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Figure2- Unified Cyber Command Incident Response Process
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Section 1: Introduction

1.1 Coordinating and SupportinBepartments

Coordinating :
Department Department of Technology (DF)City Cyber Defense Team

DT- Network Operations Center (NOC), Diiifrastructure and Operations Tean
6Lgh0X 5SLINIYSYydG 2F 9YSNHSyOe aly
Police Department, City Administrator, City Attorney, Department of Human
Resources, Cighief Auditor and Risk Management, Office of City Administra

Primary Supporting
Department(s)

Secondary Supporting All City Agencies

Department(s)

Norther California Regional Intelligence Center (NCF@je and Federal Agenc
with cybersecurity capabilitiecandCCSEontracted cybersecurity vendor

resources

Critical Supporting
Partners




1.2 Departments and PartnerResponsibilities

Department

City Cyber Defense Team

Primary and Secondary
departments

Critical Supporting
Partners

Highlevel Responsibilities

A Coordinate CCSF ESF #d#vities

A Maintain contact with Departmental Information Security Officers
and/or DOC(s) involved with resporogeerations

A staff EOC Cybersecurity Brancheapiired

A Coordinate the use afdditional cybersecurityesources

A Provide ongoing situation statugpdates

A Maintain communication with City Leadership dhepartments
A Request Mutual Aid wheneeded

A Report cybersecurity incidents to the City Cybefense team by calling the
24/7/365 Network Operation Center 286525100

A Send a representative to the relevant DOC(s) or EOC tovaiisist
cybersecurityactivities

A Provide ongoing status updates to the EOC anBYoC
A Support cyber incidemesponse and recoveprocess
A Perform other emergency responsibilitiesassigned

A Facilitate the exchange of law enforcemesgnsitive threat intelligence
information with State and Federal resourcesupport Cybeincident
response.

A Collect and disseminate threat intelligence angestigative information

A Provide contracted cybersecurity services, including cgbasormonitoring,
threat detection, incident investigation, incident response, forensics, and
crisis management




1.3 Purpose

The purpose of thifmergency Support Function (ESF) #18: Unified Cyber CommandsAheaex
following:

i establish a unified understanding of key cyber conceptdemuinologies

1 provide a system tevaluate the severity of a cybeacident

9 assign roles and responsibilities to Gitgkeholders
The plan is specifically focused on prioiMERE EYEREOaAN 08 6 SNJ Ay OA RSy (azx
Emergency Operations Center (EOC) is activated to coordinate:

1 key processes for sharing threat intelligence

1 develops situationahwareness

1 manages operational response in a cydisruptedenvironment

1.4 Scope

GKSY

ESF #18Jnified Cyber Command Annex plan addresses cyber incidents that have or could potentially

degrade, damage, or destroy information systems in City Departments, Agencies, Offices, and

Commissions. High focus will be given to cyber incidents affecting @eyrgoent critical functions and

infrastructure, including:

Medical/HealthcareServices

Government/Public Safety Services
Financial/Bankin@ervices
Transportation/TransiServices

/| AGeQa ¢St SOanvicasdzy A OF GA2Y &
I AG@Qa YI yrGisanfraskui®tdé Ay Sa

/ A G & QEfrasirlicRive 2

City and Department INetworks

= =4 -4 -4 -8 -—a -—a -2 -2

City and Department Enterprise Technology Apglications

This plan focuses on mitigating and responding to the consequences created by the incident. This plan

does not adlress ongoing cybersecurity measures or-preident system vulnerability assessments.

City Departments will utilize this plan as the basis for development and maintenance of subordinate
plans, response policies, and implementing procedures, such as Sybex Plans to their IT Continuity

of Operations Plans (IT COOPs).

[



Cybersecurity incidents are required to be reported to the City Cyber Defense team by calling the City
24/7/365 Network Operation Center (NOC)a8-652-510Q The City Cyber Defense tearill ywrioritize

the incidents using the priority matrix on the following page. If an incident is assessed to be Priority
BEVERa o AYEEEN, then the incident is determined to be a Major Incident.

1.5 Authorization and Compliance

This plan was developed to comply with the COIT Citywide Cybersecurity policy
https://sfcoit.org/cybersecurity. The COIT Cybersecurity Policy requires all departments to: Support
cyber incident responsas needed in accordance with Emergency Support Function 18 8 Shified
Cyber Commagh



https://sfcoit.org/cybersecurity

1.6 Unified Cyber Command Prioritylatrix

The following schema is a method for rating the current or potential priority of a cyber incident in CCSF
Departments.

Cyber Incident Criteria
handled by (only one criteria match is needed to define priority level)
1. Initial report of a cybeevent.
(@) . . . L
LéJ 2. Unlikely to impact public health or safety, or cgrvices.
QE g 3. Likelihood that leve3-5 data* (i.e., Sensitive, Protected Restricted) has been
) GE) exposed internallpnly
O| o
o 4. Malware or malicious content that has a low probabilitgpfeading, such as
g malware detected by an antiirus on avorkstation
1<
3
g 1. Compromisefnon-critical5 S LI NJi sySeyhéagiantifiedini KS 5 S LI N
— - ITCOOP
Z| ©
<| E 2. Malware discovered on servers and Infrastructure supporting notical
'E g 5SLI NIYSyGiQa aeadasSvya a aaobyiATASR
8 a 3. Likelihood that level & data has been exjzed to a limited externaroup, such as
= unauthorized externglartners
* Data Classification:
https://sfcoit.org/sites/default/files/201909/DataClassificationStandard_ FINAL_BRAdf

1. Compromisef5 S LI NIi sySeyhdvithMediumimpactto its mission as
ARSYUGUATASR Ay COGS 5SLI NIYSyGiQa L¢

Note: Severe and Emergency Incidemt€ity leadership to be notified

For departments monitored by Unified Cyber Command, City Cyber Defense team will guide
with analysiscontainment, response, forensics and recovery phase of cyber incident.

=
o
§ 2. Compromise of Citywide systems, public facing systems or majau@itiier
5 systems
<
©) 3. Malware spreading to Department systems (multiple infections in a short pefiod
8 time affecting Departmentisers).
4. Likelihood that level & data is widely exposed externad§Significant number of
record)
_5 1. Poses a threat to the provision of wideale critical infrastructurgervices, City
‘§ government security, or the lives of Cigsidents.
3 22/ 2YLINREYAAS 2F 5SLI NI YSy i Qeaissionas idléhtified ing
8 the5 SLJI NI Y&or Qa L ¢
o 3. Compromiser lossof availabilityof systemgesponsiblgor/ A (citi€atunctions
g and infrastructure (sectiot.4)*
|

4. Malware affecting multiple Departments or spreading at a rapid rate om#te/ork



https://sfcoit.org/sites/default/files/201909/DataClassificationStandard_FINAL_DRAFT.pdf
https://sfcoit.org/sites/default/files/201909/DataClassificationStandard_FINAL_DRAFT.pdf
https://sfcoit.org/sites/default/files/201909/DataClassificationStandard_FINAL_DRAFT.pdf

Section 2: Concept of Operations

2.1 GeneralConcepts

As the threat of or an actual cyber incident develops, the City Cyber Defense Team will lead the initial
cyber response. The City Cyber Defense Team will communicate with Departmental Informatioty Securi
Officers (DISOs) and other designated IT staff in affected agencies as well as state and federal resources
to identify the threat, develop threat intelligence, and analyze actual or potentially affected systems,

and work to remediate the incident.

The @y Cyber Defense Team will notify and coordinate with DEM for Priority SEVERE and EMERGENCY
OB 0SNERSOdzNAR(G&e AYOARSylGad LT 461 NNFYYIGSRI 59a gAff
(ERP). This could result in the activation of the EOCiitd#e information sharing, resource

development, and operational coordination.

The ESF #18 Concept of Operations outlines

1. Unified Cyber Commarfstructure
2. Unified Cyber Command Key Respofistvities

3. Unified Incident Respongerocess

10



2.2 Unified Cyber Command EC&iructure

CCSF has organized the ESFs in accordance with ICS to comply with the National Incident Management
System (NIMS). During an ESF #18 EOC activation, each section in ICS will be headed by a CCSF
representative carrying ouhe role as defined in the figure below depicts the standard ESF #18 ICS
organizational structure.

For large emergencies, the EOC may serve as the central location for interagency support and
coordination, including activities associated with ESF #18.

Hgure 3 Unified Cyber Command EOC Structure

Policy Group

Unified Cyber Command Mote: *Each section will activate any branch necessary to support
Affected dept + City Cyber the response
Team + DEM

Finance Joint Information
* Public Safet\,_r e  Situation Status Unit + Procurement Unit ) * Timekeeping Unit s Content development Unit
* Human Services « Documentation Unit + Technology & Systems Unit s Cost Recovery Unit e Qutreach
* Infrastructure «  Advance Planning + Personnel & staffing Unit e Media Relations
+ Transportation « Resource and

* Community Demohbilization Unit

Cyber Incident Response
+ Response Unit
+ Detect Unit

+ Analysis Unit
.
.

Containment Unit
Recovery Unit
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2.3 Unified Cyber Command Key Respomseivities

Key Cyber Incident Response Activities

PRIORITYEMERGENCY

Departmentled activities

1.1f Department discovers the cybe
incident, Reportsmmediately to

the City Cyber Defense teaf®28
652-5100)

2.Departmentactivatesits
Departmen®Operations CentefDOC)

3. Departmental Information
Security Officer uses Department
Cyber Anneyrocedures to lead the
incident analysis and remediation
activities. Forensic evidence may
need to be preserved for future
criminal investigation oprosecution.

4.The Departmental Information
Security Officer provideggular
updatesto the CityCybeDefense
team

5. Departmental Compliance
Personnel an@ity Attorney need to
be notified for data exposure
incidents

6. Department Head approves retur
to normal operations upon
consultation with theDepartment
Information Security

Officer and the City CISO

City Cyber Defense Teafad activities

1.1f City Cyber Defense team discovers the
incident - notifies the affected Department
Information Security Officers, City Chief
Information Security Officer (City CISO) and Cit
Chief InformationOfficer (CityCIO)

2. Notifies DEM for situational awareness ahd
required confirms EO&ktivation

3. Supports requests from affected Department
DOC and provides assistance for its cyber incid
response

4. Activates DT DOC; if affected systems are
managed and supported YT

5. Workswith the CriticalSupportingPartnersto
monitor the incident and conduct Citywide
network and system analysis

6. Supports forensic certification required to
validate eradiatiorof malwareprior to return of
businesspplications to productiorservice

DEMiled Activities

1. City Emergency Operations Center
(EOChHctivation may belesirable

2.1f EOC is activation is required, follo
DEM ledactivities

3. Affected Department PIO is notified
and activates citywide joint information
systemin coordination
gAGK GKS 59a t
to provide San

L h

Franciscans corstent messaging

1. If Department discovers the cybe
incident, Reports immediately tg
the City Cyber Defense team (62
652- 5100) for EO@ctivations

2. Department activate its DOC and
supportsall activities atEOC

3. Departmentallinformation
Security Officer uses Department
Cyber Annex procedures to suppor
the incident analysis and
remediation activities (Note:
Affected Departments with stand
alone networks, data centersr
emailwill needto takeprimaryrole
inincidentanalysis and remediation|
Unified Cyber Command will review
and assist with incident response
plan prior toany remediation action
to ensure Citywide impact is known|
and City leaders and key supportin
partners are consulted)

4. Departmental Compliance
Persomel are notified and assist
with incident

1.1f City Cyber Defense team discovers the
incident- notifies the affected Department
Information Security Officers, City Chief
Information Security Officer (City CISO) and Cit
Chief Information Officer (Cit10)

2. Notifies DEM for EQ#tivation

3. Leads and supports all EOC activities with
affected Department Information Securi®fficers

4. Notifies Critical Supporting Partneirs;luding
incident response vendors, state and federal
agencies witlcybersecurityresponsibilities

5. Supports citywide collection of forensic
evidencefor future criminal investigation and
prosecution

6.Based on the analysis, information provided
the Departmental Information Security Officers
and Critical Supportingartnes,the CityCyber
Defensdeamformulates and executes a cyber
incident respons@lan

7. Supports forensic certification required to
validate eradiatiorof malwareprior to return of
businesspplications to productiorservice

1.EOC iactivated

2.DEMcoordinates the City's ESF-18
Unified Cyber Commarirocess

3. Notification to policy group, City
leadersand CityAttorney

4. Consults with Policy group about the
impacts to cybemncident

5. Coordinates with Unified Cyber
Command for regular status and
situational updates to City leaders

6. The Joint information section
disseminates consistent messaging
about theincident

7.Policy Group approves return to
normal operationgiponconsultation
with the CityCISO and Ci§1O

12



2.4 Unified CyberCommand Incident Respong&rocess

The following section will describe Unified Cyber Command Incident Response Phases, key response
activities, roles and responsibilities and information necessary to respond to a cyber incident.

1. Preparation Identify activity or work that should be completed to make tlesponse
successful
Provide channel to report suspected incidents and verify thanaident has

2. Reporting and Detectio occurred

3. Analysis, Notification

. Understand the incident and begin notifications and escalations
and Escalation

4. Containment Stop the incident from spreading further and eliminate further damage

Determine the root cause and fully eliminate it as well as the symptoms

5. Eradication
everywhere

6. Recovery Return to normal operations

A Rl lplele SR EEVEAS  Close out the incident and determine areas for improvement

The preparation phase is an ongoing phase focused on preparing the organization and the response
team for preventing ad handling security incidents. An active process, where a specific security incident
is being worked towards resolution, consists of phasésa®d continues through those phases until a
resolution is reached. The last phase, post incident review, is poramity to look back at the

activities and outcomes for a specific security incident and find opportunities for continuous
improvement. Each phase has a different set of activities that are undertaken to ensure the successful
resolution of security incehts.

2.4.1Preparation

Preparedness is a continuous cycle of planning, organizing, training, equipping, exercising, evaluating,
and taking corrective action across mission areas (i.e., prevention and protection) to ensure effective
coordination during cyber incident response.

The Coordinating Department is responsible for overseeing the implementation of preparedness

activities. Goal is to prepare the team/ establish the procedupdais/elementsneededfor incident
handling to takeplace.

13



2.4.1.1 Roles and Responsibilities

Rde

City CISO

Departmental Information
Security Officers

JIC Cyber Communications

IT Department and Line of
Business Staff

DisasterPreparedness
Coordinator (DPC)/
Emergency Manager (EM)

Responsibilities

Facilitates the ESF 18 Unified Cyber Comnaanéx document and ensure
is reviewed annually and updatedreeeded

Ensures that key stakeholders daeniliar with and trainedh the
cybersecurity incident response process

Facilitates annually cybersecurity tabletop exercises and discussion with
DISOs

Leads annual review of Cyber incident respgraeedure

Ensures that contracts are budgeted and incpléor outside vendors that
could be engaged as a part of an active cybersecurity incident

Actively participate in CIRP activities inpllhses
Participate in annual review of CIR&cumentation

Participate in annually cybersecurity tabletop exercises and discussion

=A = =A =

Work with the City Cyber Defense Team to maintain a list of communicat
templates for different types of incidents and seek ongoing input from thg
JICDepartment PIO and City Chief Information Security officer so that
communications are timely in the event of a cybersecuntydent

Attend trainings and understand individual and work usgponsibilities in
the event of a cybersecuriipcident

Participate in annually cybersecurity tabletop exercises and discussion &
requested by theiDISO

Provide adequate support during business hours and, if applicable, after
hours

Annually review COOP for essential services and their interdependencie
and cyber annex consider any edits to the cursgtoiation

Train department leadership and cybersecurity incident response\sitiff
Department and Emergency Operation Center roles and responsibilities

Participate in annually cybersecurity tabletop exercises discussion and
trainings as requestebly

CIRP core team members

14



2.4.2 Reporting andDetection

Reporting incidents is the responsibility of all CCSF staff, city agencies and security partners. Suspected
cybersecurity incidents should be reported to the City Cyber Defense team by calling the City 24/7/365
Network Operation Center (NOC) at 6282-5100.

Detecting a cybersecurity incident can occur in a variety of forms. Primary detection mechanisms are
alarms from cybersecurity protection measures or reports from CCSF agency, staff and security partner.
In this phase affected CCSF agency or staff eaoarisy partner are responsible to notify the City Cyber
Defense Team. Events that may reasonably be considered adverse should be reported, initiating the
incident response process. Such events may be detected through several mechanisms, including by the
Gty cyber defense team ongoing monitoring operations, by divisional or local IT and security teams or
by end users. The City cyber defense team will discover the majority of potential incidents through
security monitoring.

The goal of this phase is twofold

1. Identify and categorize potentially adverseents

2. Ensurehat the appropriateindividualsare promptlyinformedoftheseevents placingthem in a
position to takeaction

2.4.2.1 Roles and Responsibilities

Role Responsibilities

Department¢ DISO, IT 1 Report cyber incident by calling the City 24/7/365 Network Operation Ce
Support Staff and (NOC) a628-652- 5100
DPC/EM

Department may activate it9OC

Use Department Cyber Annex procedures to support incident during
detection

i Coordinate with CitfCyber Defense team with necessary information to
validate and detect the cybémcident

Take initial incidenteport
Recognize the incident is a cybersecuritident

Notify the oncall City Cyber Defense Teamalyst

=A =4 =4 =1

Act as Major Inciden€ommander until incident is handefi to Oncall City
Cyber Defense Team

On-call City Cyber f Engage subject matter experts as needed to quickly validate cybersecur
Defense Team Analyst incident

Notify Cyber Defens®lanager
Notify CityCISO

15



2.4.3 Analysis, Naotification andescalation

During the analysis phase, the affected City Department coordinates with the City Cyber Defense team,
which involves recording available reporting observations, assessing poteotitdntseverity,and
determiningthe type of incidentthat hasoccurred.In general, this phase requires the City Cyber Defense
team to review playbooks, collect, analyze information and determine stexis.

This phase has the following goals:

If necessary, confirm the valigiof information provided in the initidead
Determine whether the event is a cause for concern or a fadsdive
Determine whether further investigation vgarranted

Determine priority of thancident

5S0SNYAYS vy SSREne@entyOpefatbBent&r / A (& Qa

= = =4 —a -

9 Determine immediate Remediati®teps

Cyber incidents may be difficult to identify and their impacts not immediately apparent. As a cyber

incident develops, timely and flexible coordination is needed to alert and notify keyrsillers. Based

on the information provided, additional stakeholders will be identified, treDEMDirectorwill

determinewhetherthe EOGwill beactivatedtoaLevello t F NI A+ f 0 ® LF GKSNB AayQid
activation level, the City Cyber DefanTeam and DEM will establish a timeframe for furttréfings.

16



2.4.3.1 Roles and Responsibilities

Role

City Cyber Defense Team

Departmental
Information Security
Officer (DISO) of the
Affected Department

DEM EOC Incident

Responsibilities

=A =4 =4 =4 =4 =8 =4

=A =4 =4 =4

Receive initiateports

Complete Master Respong&ocess

Review Thresholthdicators

Declare activeybersecurity incident to engage and activagésources
Identify incidentpriority

Gather additional information and engage key players for furtrealysis

Determine if escalations are needed and work with the City Cyber Defen
Team Manager to make thoskecisions (ongoing)

Participate in Information Gathering calldeded)
Contact partners (ifieeded)
Participate in Situational Awareness conferena:
Provide updatednformation

Support in incident response process by providing Departmental logs, al
network andapplicationdiagrams, and installing required City cybersecuri
tools for investigation and forensics

Initiate conference bridge as needed (ongoing), if dfieurs,send
notifications to key stakeholders (ongoing)

17




Commander

City Attorney

City Administrator

City CISO

/I 2y GNBEftSNDE

Policy Group

City Risk Manager

DisasterPreparedness
Coordinator(DPC)/
Emergency ManaggiEM)

= =4 =4 =4 =4 =4

Notify DEM / DivisioDirectors

Contact partners and stakeholdersr@eded)
Coordinate/lead Situational Awarenessnferencecall:
Review InformatiorRequirements

Determine EOC Activatidrevel

Send status updates/ situation summary at regular intervals as well as w
the incident moves from one phase émother

Determine additional recipients that need to becluded in ongoing updates
(e.g. initial end usesjte owners, serveowners)

Establish attornegclientprivilege
Provide guidance on preserviegidence
Analyze City regulatory complianabligations

Provide asieeded guidance for incident responglan

Notify City Cybersecurity Advisory Team (City Administrator, City Contro
City Attorney, CitZl1O, City Auditor, DEM, DHR, Rislkhagement)

Provide City leadership and policy group with directionsscalation and
decisions

Determine the IncidenPriority
Determine responselan

Establish incident and project codes for cost recovery purposes

Oversees the coordination of all financial policy, employee compensatior
accounts payable, and cost recovery related toiti@dent

Advise and assist the Mayor on policy issues affecting CCSF and Respo
requests for policy direction from thEOC

Notify and brief City cybensurer
Workwith Controllers office and Cyber insurer to track recovengt

Serves as the point of contact for the JIC, which coordinates and
disseminates event information tbe public, the media, and other relevant
stakeholders.

During an active incident:

Assess if a DOC activation is needed to support any departmental logisti
needs for both during work hours and afteours

Maintain situational awareness ofcident and its current and lorggrm
impacts to any businesgperations.

Coordinate any messaging with department heads/senior staff and P10/J
group
Participate in any IMT Conferencalls
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2.4.4Remediation: Containment, Eradication and Reery

The Remediation phase encompasses containment, eradication, and recovery aclivéigeals of
remediation are to remove the threat from the system environment and restore systems to normal
operational condition. Remediation planning shobkbin immediately upon determining an incident
hasoccurred.

Containment- The goal of containment is to limit damage from the current security incident and
prevent any further damage.

Eradication- Eradicatinghe threat from a compromisedsystemoften meansrebuildingthat system

using a trusted image. Though it may be possible to remove many types of malware from a system
without rebuilding it, the affected system/application must be forensically certifiefbreit is

connected to the productioenvironment. Eradication may also depend on requirement from law
enforcement is a cyber incident becomes part of an active investigation.

Recovery- Recovering from a cyber incident requires close coordination across all affected Departments
and teams wihin a Department and may include the need to consider legal implication if sensitive data
is breached. Depending on the nature and scope of the cyber incident, a criminal investigation and
evidence activities may continue well beyond activation of thiapla
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2.4.4.1 Roles and Responsibilities

Role

City Cyber Defense Team

Departmental
Information Security
Officer

Responsibilities

9 Draft Remediation Strategy
9 Verify Containment and/or Eradicati@ttivities

1 Identify security weaknesses required to be addressed prior to full recovg
of affectedsystems

9 Initiate and complete irdepth detailedanalysis
9 Preserve and store data while ensuring chain of custody for investigation
after containmenfongoing)

0 Investigate potential loss of datangoing)
0 Coordinate with security partners argtate and Federalgencies
0 Provide regular status updates to DEM E@x@hmander

Contribute to the RemediatioStrategy
Assist with affected systegontainment
Assist with eradicatinmalware

=A =4 =4 =4

Supportsrecovery and/or rebuild of affecteslystems and closure of
identified weaknesses (such as patching vulnerabilities or changing
passwords)

9 Supports forensics on restored systems to vehigjr productionreadiness

20



Department of
Technology

City Attorney

City CISO

Risk Management

Policy Group

DEM EOC Commander

Department Finance and
Procurement Team

T

Assist with drafting of Remediati@trategy

Implement Remediation Strategncluding
Contain affectecystem
Removemalware

Recover and/or rebuild affected systems and closure of identified
weaknesses (such as patchingnerabilities or changingasswords)

9 Support forensics on restored systems to verify their producteadiness
9 Provide regular status updates to DEM Eldp@mander
Determine legal risk managemepian
Prepare breacimotification
9 Provide leadership and direction on escalation decisions as néedgding)
9 Determine RemediatioBtrategy
9 Confirm indepth impact analysisompletion
9 Certify that systems/applications are approved to beaennected and be
put into productions
9 Approve the return to normalperations.
9 Prepare required documentation for insurance submission andreastvery
1 Review and advise on the Remediati®inategy
9 Support activities required for return eormaloperations, including
allocating IT and Business stafremediation activities
9 Continue conference bridg@ngoing)
I Coordinate/lead Situational Awareness conferenad:

Review RemediatioBtrategy
Review currentemediationstatus

9 Send status updates/ situation summary at regular intervals as well as w|
the incident moves from one phase émother

9 Serves as the point of contact for the JIS, whabrdinates

1 and disseminates event information to tipeiblic, the media, and other
relevantstakeholders.

i Supports Emergency procuremeatmployeecompensation, accounts

payable, cost recovery and insurance claims.
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2.4.5 Post Incident Review

Theobjective of the postemediation phase is to revisit the root cause and outcome of each security
incident to identify activities, controls, or policies that will help prevent future incidents. An-Aftéon
Report is required for all major incidents. Whresponding to incidents, respondesisoulddocument

the actionsthey executed andthe evidenceobservedForroutine incidentsmuchof thisinformationwill
bedocumentedn theticketingsystemandincidentreport. More complex or impactfuhcidents should

be documented in a formal AftekctionReport.

2.4.5.1 Roles and Responsibilities

Roles Responsibilities

Department of

Emergency Management 9 After resolution of cybersecurity incident, coordinate and facilitate a post

incident review
Circulate the incident report for feedback rmseded

Communicate the results of the post incident review via incidemort

City Cyber Defense Team

Manager 1 Follow through on action items from the post incident review as they rela

to continuous improvement of the cybersecurity incid@nbcess

1 Make updates to CIRP documentatiomasded

City CISO and 1 Participate in post incident review and proviaggut
Departmental

Information Security

Officers

City Cyber Advisory Team

1 Participate in post incident review and provigut
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Appendix 1:Communication Timeline for SEVERE and EMERGENCY
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